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Cloud computing: An analysis of cloud computing issues & investigations
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e g i Kruger, Ro! Utica College. ProQuest Dissertations Publishing, 2014. 1554505.
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KE/HHEIES v
o v Cloud computing is a technology that offers users a means of storing and accessing data on the fly, and from nearly any location. These services allow for the storage of massive amounts of data that can
=

be privately accessed by either a single individual or by a large group of people, such as in a business type setting. While these services are providing the users with a means of storing and accessing data,
whether it is public or private, it does not come without potential risks and abuse. Cloud computing allows a new means for criminals and terrorists groups to share and maintain information, as well as
provide a new means for potential hackers to gain access to a large pool of data. The purpose of this capstone project is to analyze the major issues surrounding cloud computing . As a newer and
constantly changing technology, investigators are forced to mitigate the problems that this currently unrefined system produces. This capstone will focus exclusively on cloud computing issues including
the different types of cloud services, characteristics of cloud computing , types of threats, current procedures in place, and how investigators are engaging the problems that they face. As cloud computing
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] How is user trust in cloud computing affected by legal problems relating to data protection in cloud computing, and Bl
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FRIE Pibul, Auntika Na. University of Strathclyde (United Kingdom). ProQuest Dissertations Publishing, 2018. 27681132.
- . CLOUD COMPUTING
Oexwr Dissertations the past few years, cloud computing has become an

& Theses ..infrastructure is the main factor attracting people to

UmEEss features of cloud computing pose some privacy ani u sﬁ I At Z‘;Ic,k 42-43.
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1709-2022 () people to adopt cloud computing . Nevertheless, the distinctive feg iting
these risks have become their major concerns. Especially after the revelations about the United States (US) qovernment's mass surveillance programme in 2013,
many surveys have shown that individuals and small and medium-sized enterprises (SMEs) h: trust their data to cloud service providers
(CSPs), especially to CSPs controlled from the US or which have servers located within the US affected by those risks. Accordingly, a range

of CSPs, e.g. Google and Microsoft, have tried to build user trust in cloud computing by offering a variety of DP and privacy assurances. This situation may yet
prove to be a tipping point in terms of showing how willing users are to place trust in cloud computing . As cloud computing has great potential to improve
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Newton, Jack.

GPSolo; Chicago Vol. 27, Iss. 8, (Dec 2010):
“Innovation is the ability to see change as an opportunity-not a threat.” Cloud 2831

computing has materialized in revolutionizing the technological industry. Resources Protecting Critical Infrastructure

Services in the Cloud Environment

including huge chunks of data residing anywhere across the globe, software and several
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